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1
Decision/action requested

It is requested to approve the resolution of EN presented for KI#3 conclusion
2
References

3
Rationale

Editor's Note : The requirement for the AI/ML model to be stored in encrypted format and corresponding key management aspects are ffs. 

Proposal of way forward: Since the first requirement of the KI#3 states that ‘AI/ML models shall be protected between the entity which produces the ML model or stores the ML model in ADRF (e.g., NWDAF containing MtLF, NFp) and the entity which consumes the model (NFc).’,and the ADRF can potentially belong to a different vendor than the MtLF and expose at rest the ML model, the AI/ML model requires to be encrypted as no implicit trust is given between the AI/ML model consumer, the AI/ML model owner and the storage. 

The KI#3 details reinforce that by stating: “the ADRF itself cannot be considered as a fully trusted entity storing the sensitive AI/ML data models. Those models are indeed exposed at rest in ADRF.” And finally in the security threat we can read: “If there is no protection against accessing and reading an AI/ML model from the ADRF stored by NFp, a compromised ADRF may expose algorithms and sensitive data to a non-authorized entity which can easily misuse it and/or distributed further to other entities, causing a bigger data security breach.”
Please note that NWDAF provided services can be provided ‘as a service’ from a different platform, location and security domain than the NF consumer of those services. Similarly, the AI/ML models can be stored by the NWDAF provider in a different platform, location and security domain than the NF consumer of the models. Thus, due to the criticality and sensitiveness of the AI/ML models information, the proposal is to protect that information at rest, storing it in encrypted format. Only if AI/ML producer (NWDAF MtLF) and storage platform (ADRF) are part of the same system, e.g, co-located in the same server, and belong to the same security domain and vendor, this may imply implicit trust, thus the encryption mechanism can be avoided in this case.
4
Detailed proposal

************ START OF CHANGES ************

7.3
Conclusion on Key Issue #3 "Security for AI/ML model storage and sharing"
The conclusions for KI#3 are:

-
Authorization of the model retrieval at the NRF uses OAuth 2.0 token-based authorization. The NRF uses information provided by the MTLF.

- 
The NF service producer (NWDAF MTLF) needs to be registered in the NRF, indicating the NF service producer information (e.g. interoperability indicator). The NF service consumer (e.g. NWDAF AnLF) needs to be registered in the NRF as OAuth 2.0 client, indicating the NF service consumer information that is used by the NRF to decide whether the consumer is authorized.

Editor’s Note: Whether vendor id is used for authorization of NF service consumer is FFS and needs to align with SA2. 


-
The model is stored in encrypted format unless both the AI/ML model producer (NWDAF MtLF) and storage platform (ADRF) are part of the same system and belong to the same vendor and operator security domain.

NOTE: Storage of the model in encrypted format may be required by the trust model established to store and share AI/ML models. The trust model between AI/ML NF producer (NWDAF MtLF), storage platform (ADRF) and NF consumer (AnLF) is to be determined during the implementation phase among operator and the providers of the different platforms (MtLF, AnLF, ADRF). 
-
As per the request of Analytics Id by the NFc, the MTLF performs authorization of the corresponding model retrieval per selected model.


NOTE: the model delivery procedure is to be defined by 3GPP SA2. 

-
The granularity of the authorization at AI/ML model level is performed at MtLF.

-
ADRF verifies that the requested AI/ML model can be retrieved by the NF consumer(s) (MTLF or AnLF), based on the decision by the MtLF. 
************ END OF CHANGES **************
